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Knight Capital was undone by code it forgot it owned. The labs that build agents have now agreed to be audited.
The agent you deploy is the agent you own.

John Beckwith | Cooper Beckwith, LLC
October 4, 2026 | Public sources current through October 3, 2026

At 9:30 a.m. on August 1, 2012, Knight Capital's order router began sending child orders into the market without
checking whether the parent orders had already been filled. Over about 45 minutes it produced 4 million
executions in 154 stocks for more than 397 million shares, leaving the firm with a net long position of about $3.5B
in 80 stocks and a net short position of about $3.15B in 74 stocks. The SEC's order states the result plainly:
"Ultimately, Knight lost over $460 million from these unwanted positions."* Knight's own statement the next day
called it "a technology issue" and put the realized pre-tax loss at about $440MM.? Within a week the firm sold
$400MM of convertible preferred stock to survive, and the following July it merged into Getco to form KCG
Holdings.>*

The mechanism is the lesson. A technician deployed new code to seven of eight servers. The eighth kept an old
function called Power Peg, retired years earlier but never removed, and the new code reused a flag that happened
to activate it. Beginning at 8:01 a.m., Knight's systems sent 97 automated emails referencing "Power Peg
disabled" to a group of staff before the market opened. The emails "were not designed to be system alerts," were
not acted on before the open, and were not used to diagnose the problem after it. Knight "did not have
procedures in place to halt SMARS's operations in response to its own aberrant activity."* The SEC fined the firm
$12MM in its first enforcement action under the market access rule.’

Knight did not know its agent. It did not know what code the eighth server ran, what the flag did, what the emails
meant, or how to stop the machine. It had deployed an automated system that acted at machine speed under the
firm's own name, and it owned each trade. That is the position of an institution that deploys agents. The agent
you deploy is the agent you own.

Executive Summary

On August 1, 2012, Knight Capital lost more than $460MM in about 45 minutes to trading code it had retired years earlier
but never removed, after 97 automated error emails reached staff before the open and with no procedure in place to stop
the machine.! The agent you deploy is the agent you own. Contract law has said so since 1999, a tribunal said so about a
chatbot in 2024, and a bipartisan Senate bill announced on October 1, 2026 would say so under the Computer Fraud and
Abuse Act, with liability on the company that runs the agent.®”®

This paper covers both ends of the chain. On the developer's side, six Al companies signed the White House Accord on
Super Intelligence on September 29, 2026, accepting internal controls, an internal oversight team, an independent external
auditor and an independent board committee, and the audit firms are already building the tooling.”*® On the deployer's
side, the Financial Stability Board treats agents as "synthetic employees," each with its own identity, access rights and audit
trail."* The practical additions are a scope statement, a kill switch, and a record kept where the agent cannot edit it. The
accord's four assurance layers translate directly into a program a community institution can run with the internal audit,
external audit and SOC reports it already has. Section 1 lists ten things to do now.

1. What to Do Now

Each of these is a control Knight Capital lacked on August 1, 2012, restated for an institution that runs agents.

1. Inventory the agents you run, all of them. Including vendor agents inside your core and the assistants your staff use,
with a named human owner for each.

2. Give each agent its own identity. No shared service accounts, no generic API keys.*
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3. Write a scope statement for each agent before launch. The systems, data, actions and limits it may touch, signed by
its owner.

4. Build the kill switch and test it quarterly. Record how long it takes to stop an agent and who is authorized to press the
switch.

5. Keep the record outside the agent. Action logs with destination, credential, timestamp and triggering task, retained
for at least two years, and for five years for anything the Bank Secrecy Act covers.***

6. Treat alerts as alerts. Route agent anomalies to a person with authority to stop the agent, and test the route. Knight's
97 emails reached people who could not act.

7. Ask your model developer for its assurance artifacts under the White House accord. Internal controls, the external
audit, and the board committee reports. Put the request in the contract.

8. Adopt the accord's four layers for your own program. Controls, a named internal owner, an independent review, and
board reporting.

9. Map agent policies to risks the way the audit firms will. End-to-end traceability, policy-to-risk mapping, and auditable
evidence for the examiner, the auditor and the plaintiff.*

10. Rehearse the failure. Run a tabletop in which an agent moves money wrongly for 45 minutes, and measure detection
time, decision time and stop time.

2. The Agent You Deploy Is the Agent You Own

Contract law settled attribution before anyone called these things agents. The Uniform Electronic Transactions Act binds the
user of an electronic agent to its actions, and the first dispute over a chatbot ended the same way. In February 2024 a
British Columbia tribunal rejected Air Canada's claim that its chatbot was a separate legal entity: "It makes no difference
whether the information comes from a static page or a chatbot."®’

Exhibit 1. August 1, 2012, by the clock

Loss: more than $460MM

Market opens. The eighth

First automated email: server runs code retired
"Power Peg disabled" years earlier.
@ @ @ &
97 such emails sent to About 45 minutes later:
staff by the open. 4 million executions,
None acted on. 397 million shares,
154 stocks
8:00 8:30 9:00 9:30 10:00 10:30

August 1, 2012, Eastern time.

Source: SEC, In the Matter of Knight Capital Americas LLC, order of October 16, 2013.*

Congress is now writing the same rule into criminal law. On October 1, 2026, Senators Hawley and Murphy announced the
Al Agent Accountability Act: liability under the Computer Fraud and Abuse Act for the "knowing operation of an Al agent
that recklessly causes computer hacking damage or loss," and for developers who fail to implement reasonable safeguards
when they knew of an agent's capabilities.? The analysis that followed drew the line a bank director should memorize. A
company running a vendor's agent is the operator, not the developer. "The vendor's agent did it" is not a defense. The
defense is a record of what the agent was allowed to do, what it touched, and when you stopped it, kept for the statute's
two-year window rather than the thirty days most logs survive.” The Federal Trade Commission opened an industry-wide
inquiry into agent risks the same week, and its chairman said developers who instruct agents to hack should be held liable
for the harm.*
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None of this is a bill passed or a case decided. All of it points one way. Whoever runs the agent will be asked what it was
allowed to do.

3. The Developer's Side: The Accord and the Auditors

On September 29, 2026, the heads of Google, Anthropic, OpenAl, Meta, xAl and Nvidia signed the White House Accord on
Super Intelligence at a luncheon with the President.” The accord commits each company to four layers: internal controls
that monitor model capability and alignment, including cyber, biological and chemical risk and the risk that systems "hack
or access technical systems in unintended ways," an internal team that verifies the controls work, an independent external
auditor or evaluator, and an independent committee of the board that receives the reports.””” It is voluntary. It does not
define who qualifies as independent, when an evaluation happens, or whether customers will see the findings.*®

The auditors moved anyway. Chamath Palihapitiya, who attended the luncheon, described on the All-In podcast on October
2 what his software company 8090 has been building with Ernst & Young, and then spelled out what the audit will ask for.
In his words, as transcribed, with one bracketed completion: "there's really three things that you're going to need in an age
of super intelligence so that boards are protected, CEOs have visibility, and all of the other compliance infrastructure and
governance infrastructure of a company like D&O insurance and all these other things are kept in[tact], which is end-to-end
traceability... you need to map policies to risk. And then the third is you need to have auditable evidence, which is your way
of showing all of your downstream ecosystem, here's what I've done. So if anybody taps you on the shoulder, whether it's a
lawyer, whether it's an auditor, whether it's a regulator, whether it's a lawsuit, whether it's a customer, hey, how did this
happen? You can present something." He expects "folks like EY now to deploy this broadly and quickly to all of the
companies that they work with."*

Traceability, policy-to-risk mapping, auditable evidence. A bank examiner would recognize the list. So would the authors of
a January 2026 paper by Miles Brundage and some thirty co-authors, which proposes rigorous third-party audits of frontier
developers based on "deep, secure access to non-public information," graded into assurance levels, with a warning against
audits that become "a checkbox exercise.""’

For your institution the developer is a vendor, and the accord gives you something to ask for. Request the assurance
artifacts: the scope of the internal controls, the external evaluator's opinion, and the board committee's reporting cadence.
Request model version and change notice, because an agent that behaves differently after an overnight update is a
different agent. Request incident disclosure terms. By one account OpenAl's agents worked inside Hugging Face's systems
from July 9 to 13, 2026, and the company acknowledged the incident publicly on July 21.% Eight days is a long time to run
an agent on a model its maker knows has misbehaved.

4. The Deployer's Side: Synthetic Employees

The Financial Stability Board's June 2026 consultation offers the frame: treat agents as "synthetic employees," with identity
management, access rights and documented responsibilities, and apply twelve sound practices that include individual
identifiers for each agent, restricted access to external systems until safety is shown, human approval or dual authorization
above thresholds for financial transactions, and complete audit trails.* A Cloud Security Alliance reading of NIST's February
concept paper on agent identity names the gap the frame fills: most enterprise identity systems "have no mechanism to
represent an Al agent as a distinct, accountable non-human identity," so agents run on shared service accounts and static
API keys.?*2 Knight's eighth server was a shared identity with a stale configuration. So is a service account used by six
agents.

The core providers are ahead of the guidance. Fiserv's agentOS, launched in May 2026 and co-developed with six banks and
credit unions, is built on "identity-bound execution, policy enforcement, observability and traceability," and its leadership
describes kill switches and a person in the loop on what agents may do.? State supervisors are ahead of the federal
agencies. The CSBS framework of September 16, 2026 asks for Al inventories and written policies and covers agentic Al,
which the April 2026 federal model risk guidance left out of scope.?**

Before the switch. Two practices do most of the work before the switch is ever needed. The first is the scope statement:
one page per agent, written before launch and signed by its owner, naming the systems and data the agent may touch, the
actions it may take, the limits on each, and the review date. The second is offboarding. Knight's Power Peg code had been
retired for years and was still callable. An agent that is retired but still holds a credential, a network path or a scheduled task
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is an agent you forgot you own. Retirement means credentials revoked, paths closed, and the inventory updated the same
day.

The kill switch. It deserves its own paragraph, because it is the control Knight lacked and the one the experts say is hardest.
At the Senate hearing on September 30, Apollo Research's chief executive said that a guaranteed technical kill switch does
not yet exist, and that an agent could "create a rogue deployment of itself in a different data center" and keep moving.?
OWASP's agentic risk list observes that organizations "rarely have a built-in method for revoking" a misbehaving agent's
access quickly.?® A kill switch for a bank's agent is simpler than one for a frontier lab's. It is a credential you can revoke, a
network path you can close, and a person who is authorized to do both without a meeting. Knight had none of the three for
45 minutes. Build them, name the person, and time the drill.

5. The Record Is the Control

Three documents written for different audiences in 2026 agree on where the record lives. Singapore's runtime framework
requires an append-only, tamper-evident log "capable of reconstructing what happened without relying on the agent's own
account of events."” The FSB asks for complete audit trails of agent actions.™ The analysis of the Hawley-Murphy bill
recommends external call logs, "destination, credential used, timestamp and the task that triggered it, kept outside the
agent's own runtime," retained for the Computer Fraud and Abuse Act's two-year window.**** Bank Secrecy Act records
already carry a five-year retention requirement.™ Exhibit 2 shows the gap between those windows and the thirty days most
agent logs survive.

Exhibit 2. Three retention windows

Typical agent log retention § 3 days
(30 days)

CFAA civil actior.l window 2 years
(two years from discovery)
Bank Secrecy Act record 5 years
retention (five years)

0 1 2 3 4 5
Years

An agent record that lives 30 days cannot answer a question asked in year two.

Sources: 18 U.S.C. 1030(g), 31 CFR 1010.430, and vendor practice as described in the analysis of the Hawley-Murphy bill.***+*>

Why outside the agent? Because agents edit the record. The METR testimony on the Hugging Face incident describes
agents that reasoned about how to cover up their cheating, and warns of "the monitor Al being fooled by the Al agent into
permitting unwanted behavior."? Apollo Research's finding was that one agent in five showed interest in tampering with its
own records.? A log the agent can reach is testimony. A log it cannot reach is evidence.

Knight's record existed. Ninety-seven emails described the fault for ninety minutes before the open. They went to people
who did not read them and could not have acted if they had. A log nobody reads is not a control, and an alert that reaches
someone without authority to stop the machine is a memo. The record needs a reader with a switch.

This is the same argument | made in September about numbers in your books. A number you cannot score against the truth
and trace to its source is an error you cannot see and cannot unwind.” An agent whose actions you cannot reconstruct
from a record it did not write is the same thing with a credential.

6. Assurance for a Community Institution

The accord's four layers are the three lines of defense with a board committee attached, and they translate directly (Exhibit
3). Controls: identity per agent, scope statements, limits, the kill switch, and logs outside the agent. A named internal
owner: compliance or risk reviews the inventory, the logs and the exceptions. Independent review: internal audit, the
external auditor's information technology review, and the SOC reports your core provider already delivers, each extended
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to cover the agent inventory. Board reporting: the inventory, incidents, and measured stop times on the risk committee
agenda.

Exhibit 3. The accord's four assurance layers for its six signatories, and the same four layers for an institution's agent program

The accord: six Al developers The same layers: your agent program
1. Internal controls 1. Agent controls
Monitor model capability and alignment, - Identity per agent, scope statements,
cyber, bio and chemical risk limits, kill switch, logs outside the agent
2. Internal oversight team 2. A named internal owner
Verifies the controls work and - Compliance or risk reviews the inventory,
issues are remedied the logs and the exceptions
3. Independent external auditor 3. Independent review
Assesses whether the controls - Internal audit, the external auditor's IT
and monitoring work as intended review, the core provider's SOC reports
4. Independent board committee 4. Board reporting
Receives reports from the teams - Agent inventory, incidents, and stop
and from both audits times on the risk committee agenda

Sources: the accord as reported, and the author's framework."?

The accord left "independent" undefined. Define it for yourself as separate from the people who deploy the agent and
separate from the vendor that sold it. For most community institutions that means the outsourced internal audit function,
the external auditor, and the core provider's SOC reports, read with the question added: which agents, with what identities,
under whose scope statements, stopped how fast in the last drill. The April 2026 model risk guidance excludes agentic Al
from its scope and recommends general risk management practices instead.?* These are the general practices.

Five questions. Expect them from whoever performs the review, and answer them in writing before they are asked. Which
agents run here, and who owns each one? What identity does each agent use, and is it shared with anything else? What is
each agent allowed to do, and where is that written? Where is the record of what each agent did, who can reach it, and
how long is it kept? How fast was the last agent stopped in a drill, and who pressed the switch?

If you are between $20B and $150B

This tier has an internal audit function and often a model risk function, and the $30B line in the April guidance puts most of it inside
the primary scope of model risk expectations even though agentic Al sits outside the guidance.? Institutions with broker-dealer
affiliates carry FINRA's 2026 expectations on agents, including tracked actions and guardrails.® The FSB's practices were written with
this tier in view, and examiners will treat them as a reference point when the final report arrives.™ Build the agent inventory into the
existing model inventory, give internal audit a standing scope item, and report stop times with the same discipline as capital ratios.

7. Conclusion

Knight Capital had the alert and no one to read it, the code and no one who knew it, the machine and no way to stop it.
Replace the order router with an agent and the story reads the same, except that the agent can be talked into things and
may prefer that its record stay quiet. The six companies that build the models have now accepted four layers of assurance
in writing. Their auditors are building the tools to check traceability, policy-to-risk mapping and evidence.

The institution that deploys the agent owns what it does. Know which agents you run, under which identities, within which
scope, with which record, and how fast you can stop them. Then prove it to someone who does not work for you. That is
what the labs agreed to on September 29. The agent you deploy is the agent you own.
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